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Chapter 1 Configuration Preparation

1.1 HTTP Configuration

OLT configuration can be conducted not only through command lines and SNMP but also
through Web browser. The OLT supports the HTTP configuration, the abnormal packet
timeout configuration, and so on.

1.1.1 Choosing the Prompt Language

Up to now, the OLT supports two languages, that is, English and Chinese, and the two
languages can be switched over through the following command.

Command Purpose
ip http language {chinese | Sets the prompt language of Web
english} configuration to (Chinese|English).

1.1.2 Configuring the HTTP Port

Generally, the HTTP port is port 80 by default, and users can access an OLT by entering the
IP address directly; however, the OLT also supports users to change the service port and
after the service port is changed you have to use the IP address and the changed port to
access OLT. For example, if you set the IP address and the service port to 192.168.1.3 and
1234 respectively, the HTTP access address should be changed to http:// 192.168.1.3:1234.
You'd better not use other common protocols’ ports so that access collision should not
happen. Because the ports used by a lot of protocols are hard to remember, you'd better use
port IDs following port 1024.

Command Purpose

ip http port { portNumber } Sets the HTTP Port

1.1.3 Enabling the HTTP service

The OLT supports to control the HTTP access. Only when the HTTP service is enabled can
HTTP exchange happen between the OLT and PC and, when the HTTP service is disabled,
HTTP exchange stops.

Command Purpose

ip http server Enables the HTTP service

1.1.4 Configuring the HTTP Access Mode

You can access a switch through two access modes: HTTP access and HTTPS access,
and you can use the following command to set the access mode to HTTP.

Command Purpose
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ip http http-access enable Sets the HTTP Access Mode

1.1.5 Configuring the maximum number of VLAN entries displayed on a web
page
An OLT supports at most 4094 VLANs and in most cases Web only displays parts of VLANS,

that is, those VLANs users want to see. You can use the following command to set the
maximum number of VLANs. The default maximum number of VLANSs is 100.

Command Purpose
ip http  web max-vlan Sets the maximum number of VLAN
{ max-vlan } entries displayed in a web page.

1.1.6 Configuring the Maximum Number of Multicast Entries Displayed on a Web
Page

An OLT supports at most 100 multicast entries. You can run the following command to set the
maximum number of multicast entries and Web then shows these multicast entries. The
default maximum number of multicast entries is 15.

Command Purpose
ip http web igmp-groups Sets the maximum number of multicast
{igmp-groups } entries displayed in a web page.

1.2 HTTPS Configuration

In order to improve the security of communications, the OLT supports not only the HTTP
protocol but also the HTTPS protocol. HTTPS is a security-purposed HTTP channel and it is added
to the SSL layer under HTTP.

1.2.1 Configuring the HTTP Access Mode

You can run the following command to set the access mode to HTTPS.

Command Purpose

ip http ssl-access enable Sets the HTTPS access mode

1.2.2 Configuring the HTTPS Port

As the HTTP port, HTTPS has its default service port, port 443, and you also can run
the following command to change its service port. It is recommended to use those ports
following port 1024 so as to avoid collision with other protocols’ ports.

Parameters Purpose
ip http secure-port Sets the HTTPS port.
{portNumber}
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Chapter 2 Accessing the OLT

2.1 Accessing the OLT through HTTP

When accessing the OLT through Web, please make sure that the applied browser
complies with the following requirements:

® HTML of version 4.0
® HTTP of version 1.1
®  JavaScriptTM of version 1.5

What's more, please ensure that the main program file, running on an OLT, supports
Web access and your computer has already connected the network in which the OLT is
located.

2.1.1 |Initially Accessing the OLT

When the OLT is initially used, you can use the Web access without any extra settings:

1. Modify the IP address of the network adapter and subnet mask of your computer to
192.168.0.2 and 255.255.255.0 respectively.

2. Open the Web browser and enter 192.168.0.1 in the address bar. It is noted that
192.168.0.1 is the default management address of the OLT.

3. If the Internet Explorer browser is used, you can see the dialog box as below. Both
the original username and the password are “admin”, which is capital sensitive.

Connect 1o 10.112.3.29
A \{_

V=
1

The server 10,112,329 at 3928C requires & username and
passward.

\Warning: This server is requesting that your usemame and
password be sent in an Insecure manner (basic authentication

without a secure connection),
User name: LA v
Password:

[T ]remember my password

l QK J[ Cancel J

4. After successful authentication, the systematic information about the OLT will appear
on the IE browser.
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2.1.2 Upgrading to the Web-Supported Version

If your OLT is upgraded to the Web-supported version during its operation and the OLT
has already stored its configuration files, the Web visit cannot be directly applied on the
OLT. Perform the following steps one by one to enable the Web visit on the OLT:

1. Connect the console port of the OLT with the accessory cable, or telnet to the
management address of the OLT through the computer.

2. Enter the global configuration mode of the OLT through the command line, the
prompt of which is similar to “Switch_config#”.

3. If the management address of the OLT is not configured, please create the VLAN
interface and configure the IP address.

4. Enter the ip http server” command in global configuration mode and start the Web
service.

5. Enter the username to set the user name and password of the OLT. For how to use
this command, refer to the “Security Configuration” section in the user manual.

After the above-mentioned steps are performed, you can enter the address of the
switch in the Web browser to access the OLT.

6. Enter write to store the current configuration to the configuration file.

2.2 Accessing an OLT through Secure Links

The data between the WEB browser and the OLT will not be encrypted if you access an
OLT through common HTTP. To encrypt these data, you can use the secure links, which
are based on the secure sockets layer, to access the OLT.

To do this, you should follow the following steps:

1. Connect the console port of the OLT with the accessory cable, or telnet to the
management address of the OLT through the computer.

2. Enter the global configuration mode of the OLT through the command line, the DOS
prompt of which is similar to “Switch_config#”.

3. If the management address of the OLT is not configured, please create the VLAN
interface and configure the IP address.

4. Enter the “ip http server” command in global configuration mode and start the Web
service.

5. Enter the “username” to set the user name and password of the OLT for how to use
this command, refer to the “Security Configuration” section in the user manual.

6. Run “ip http ssl-access enable” to enable the secure link access of the OLT.
7. Run “no ip http http-access enable” to access the OLT through insecure links.
8. Enter “write” to store the current configuration to the configuration file.

9. Open the WEB browser on the PC that the OLT connects, enter https://192.168.0.1
on the address bar (192.168.0.1 stands for the management IP address of the OLT) IP
address of the OLT) and then press the Enter key. Then the OLT can be accessed
through the secure links.
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2.3 Introduction of Web Interface

The whole Web homepage consists of the top control bar, the navigation bar, the
configuration area and the bottom control bar.

Save All | lih\i | d X |

Device States

Destce Infs
Davice Typo 360016
[rtactace Gtate
BLOS Vernion 012
Irterisce Fow
Anmware Verzis 10.3.0C
GEON Optcal Shetw
Sena o 093-18000102
Mo Adidrwes Tatie
NAC Adckross D0E0 LFRE 9810
ONU rewfarm
State P address 132,188.1.10)
ON1) Qptr Mod e Corremt Tme 1979-1-1 2:52:0
info Liphme Ud-2h-=2m-12
Ooxx Module I CRU Uyvage TS
Masie Condig Nemory Usage A6
GPON Interface
Confiq Refresh
ONU Contig
Prafile
ONL Interface
Contig
Advanced Contig
L3 Cantig

Remote Monktor

Syvtem Mpr

2.3.1 Top Control Bar

Save 4ll | English | % % | Logout

Save All Write the current settings to the configuration file of the device. It is
equivalent to the execution of the “write” command.

The configuration that is made through Web will not be promptly written to
the configuration file after validation. On the left navigation bar, click “Save
All”, the unsaved configuration will be lost after rebooting.

English The interface will turn into the English version.
Chinese The interface will turn into the Chinese version.
Logout Exit from the current login state.

After you click "logout”, you have to enter the username and the
password again if you want to continue the Web function.

After you configure the device, the result of the previous step will appear on the left side
of the top control bar. If error occurs, please check your configuration and retry it later.
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2.3.2 Navigation Bar

Device Status
Device Info
Interface State
Interface Flow
GPOM Optical State
Mac Address Table

oMU Interface
State

QMU Optic Module
Info

Optic Module Info

Basic Config

GPON Interface
Config

OMU Config
Profile

OMU Interface
Config

Advanced Config
L3 Config
Remote Monitor

System Mgr

The contents shown . The contents are shown in a form of list and are classified
according to types. By default, the list is located at “Runtime Info”. If a certain item need
be configured, please click the group name and then the subitem. For example, to
browse the flux of the current port, you have to click “Interface State" and then
“Interface Flow”.

Note:

The limited user can only browse the state of the device and cannot modify the
configuration of the device. If you log on to the Web with limited user’s permissions,
only “Interface State” will appear.

2.3.3 System Information

Do ica Thpa GP3G00-16
BICS Wersion 012

Firmware Version 10300

Senal Mo 003-12000102
MAC Addrass ODED.OFBE SELD
IP Addrass 192.168.1.101
Curment Time 1870-1-1 0:7:55
Ligtime Qg-0h-Fm-365
Lo UNEETE T T4

Memory Lizage +6%

Retresh

The configuration display area shows the state and configuration of the device. The
contents of this area can be modified by the clicking of the items .
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2.3.4 Configuration Area

The configuration area is to show the content that is selected in the navigation area.
The configuration area always contains one or more buttons, and their functions are
listed in the following table:

Refresh

Apply

Reset

New

Delete

Back

Refresh the content shown in the current configuration area.

Apply the modified configuration to the device.

The application of the configuration does not mean that the configuration
is saved in the configuration file. To save the configuration, you have to click
“Save All” on the top control bar.

Means discarding the modification of the sheet. The content of the sheet
will be reset.

Creates a list item. For example, you can create a VLAN item or a new
user.

Deletes an item in the list.

Go back to the previous-level configuration page.
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Chapter 3 Basic Configuration

Device Status
Basic Config
Hostname
Clock Mgr

GPOMN Interface
Config

OMU Config
Profile

OMNU Interface
Config

Advanced Config
L3 Config
Remote Monitor

System Mgr
Figure 3-1: Basic Config

3.1 Hosthame

On the left navigation bar, click “Basic Config” -> “Hostname”, and the Hostname
Configuration page appears.

Hostname Configeration

Configure the hastname,

Hostnama* |5*r.\ch

Apply | [ Reset |

#-Conligure the hostname of the awitch,

Figure 3-2: Hosthame Configuration

The hostname will be displayed in the login dialog box.

The default name of the device is “Switch”. You can enter the new hostname in the text
box shown in figure 3 and then click “Apply”.
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3.2 Clock Mgr

On the left navigation bar, click “Basic Config” -> “Clock Mgr”, and the following page
appears.

Time Setting

System Tme l [ Refresh |

Select Time-Zone | (GMT)YGreenwich Mean Time Cubln Landan, Lisban »
@ Sat Teme Manually
setTime (1570 |vear[01 Mot (01 |Day [00 | Hour[22 Jinutetsy10 | second
Network Time Synchronizatian
NTP Sgrver Ong { |
NTP Servar Two [ 1
NTP Servar throe

Synchronizatbion Interyal | Mnute(s)

Apply

Figure 3-3 Time Setting

To refresh the clock of the displayed device, click “Reset”.

In the “Select Time-Zone” dropdown box select the time zone where the device is
located. When you select “Set Time Manually”, you can set the time of the device
manually. When you select “Network Time Synchronization”, you can designate 3
SNTP servers for the device and set the interval of time synchronization.

-10 -
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Chapter 4 GPON Interface Config

Device Status

Basic Config

GPOM Interface
Config

GPOM Global Config

MU Bind
Felationship Config

MU Discover Mode

ONU Config
Profile

ONU Interface
Config

Advanced Config
L3 Config
Remote Monitor

System Mgr

Figure 4-1: GPON Interface Configuration

4.1 GPON Global Config

On the left navigation bar, click “GPON Interface Config” -> “GPON Global Config”, and
the following interface appears.

ONU Authentcation Method D able v
Broadcast GEM Port
Apply Reset

Figure 4-2: Device Name Configuration

On this page, you can configure ONU authentication method to serial nhumber, password and
authentication. You can broadcast GEM Port and the value ranges from 385 to 4094. Click “Apply”
and the operation will take effect on the OLT. Click “Reset” to return to the default setting.

4.2 ONU Bind Relationship Config

On the left navigation bar, click “GPON Interface Config” -> “ONU Bind Relationship
Config” and the following page appears.

-11 -
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Imterface ONU Bimd Relationship Config

Hool PageTotad 1 Page  First Prev Mast Last  Go Mo |: Baga  Search Current; 16 ItemTotal 16 Tteny
It e Dietail
gpondf1 Dietail
pRonOf2 Diertail
ppondf3 Detail
pEonif4 Dietail
gponidfS Detail
pponlfG Detail
gponl? Detail
Gponl B Cietsil
gpond S Dietail
gponh/10 Diertail
gponi/11 Dietail
gponii1s Detail
gponity13 Detail
aponifi4 Detail
Qponiy1s Dertail
gponliis Detail

Figure 4-3: Interface ONU Bind Relationship Configuration

Click “Detail” to show the concrete ONU binding relationship of the concrete interface. Select an
ONU and click “Delete” to remove the binding or click “Go Back” to return to the default setting.
Click “New” on the top left of the interface to create a new “Interface ONU Bind Relationship Config”
and the corresponding interface will pop up:

Interface ONU Bind Relationship List gponii/ 1

INew,
No.O Page/Total 0 Page  First Prev Neot Last Go No _ Page Search: | Currant O [ramyTotal O Ttem
Senal Number Password ONU 1D Operate
| Selact AllfSalect None [ Go Back | | Delett ]

Figure 4-4: Interface ONU Bind Relationship List GPON 0/1

You can “Reset” the binding relationship and fill in the password and ONU ID. Click
“Apply” to apply the configuration; click “Reset” to reset the information; click “Go Back”
after you complete the configuration.

Imterface OML Bind Relationship Config gpondf 1

Senal Humbsar
Paseword
0N D

[ mp | [ Rese | | Gobak |

Figure4-5: Interface ONU Bind Relationship Config GPONO/1
4.3 ONU Discover Mode

On the left navigation bar, click “GPON Interface Config” -> “ONU Discover Mode”, and
the following page appears.

-12 -
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ONU Discover Mode Tnterface Config

Interface Discover Moade
gpondit [TAame -
gpea0z2 [TAue ~
dpon0/3 [TAamte ~
gpon0/4 [ Auto -
gpon0/s [Tame  ~
gpon0/E [Toue -
gpony? [Tate +
anon0/d [~ Auto -
apon0/3 [ Auto -
Qpanoy10 [“ate -
goanty/11 [ Ao -
Qpanoy12 | Auto -
gpony/13 | Auto -
gpant/14 [ Autc i
9ponND/15 | auto -
gpant/16 | o -
[ Aeply | | Reset |

Figure 4-6: ONU Discover Mode Interface Config

You can designate the discover mode for each PON port: Auto or Disable. Click “Apply”
to save the configuration.

-13-
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Chapter 5 ONU Config Profile

Figu

5.1 ONU T-Cont Config

Device Status

Basic Config

GPON Interface
Config

OMNU Config
Profile

QMU T-Cont Config

oMU Fate Limit
Config

oMU Wirtual Port
Config

T-Cont Virtual Port
Bind Config

QMU YLAN Config

QML Flow Mapping
Config

OMNU Interface
Config

Advanced Config
L2 Config
Remote Monitor

System Magr

re 5-1: ONU Configuration Profile

On the left navigation bar, click “ONU Config Profile” -> “ONU T-Cont Config”, and the

following page appears.

ONU T-Cont Profile List

New
No.1 PapaTotal 1 Page  First Pray Next Last Go No. |
Brofils Name Teont Type Paal Bandwudthikbps)
1023000
1024000

toort-dedault 3
toort-dedsult

Seloct All/Solact Nono

| Page search Curank 2 [amyTota 2 fkem
Committed Bandwidth(kbos| Assured Bandwitth(kbos) Doerats
512 Edn
512 Edit
Delete

- 14 -
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Figure 5-2 ONU T-Cont Profile List

On ONU T-Cont Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile. The default profile cannot be deleted.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Profile Name or select Tcont type (1-5), peak bandwidth, committed bandwidth and
assured bandwidth (one or multiple). After completing the configuration, click “Apply” to
save the configuration.

OnL T-Cant Profile Config

Profle Name fteont-aataut
Toont. Type 3 <]
Peak Bandwidth(kbps) ozs0a |
Committed Bandwidthikoos) 512 ]
Assursd Bandwiath{xbps)
Apply Reset  Go Back

Figure 5-3: ONU T-Cont Profile Config

5.2 ONU Rate Limit Config

On the left navigation bar, click “ONU Config Profile” -> “ONU Rate Limit Config”, and
the following page appears.

ONIT-Cant Profiie List

Dew. |
No.1 Page/Tota!l 1 Page First Pray Nest Last  Go No, ——I Page Search | Current 1 teen/Total 1 tem
Profile 1D Profile Name Peak Bandwidth(kbos) Committed Sandwidthikbps) Cparabe
1 ratobmit-default 1244100 1244120 Edit
Salact Ml/Sslect Nane [ Delete

Figure 5-4: ONU T-Cont Profile List

On ONU T-Cont Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile. The default profile cannot be deleted.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Profile Name or set Peak Bandwidth and Committed Bandwidth. After the configuration
is finished, click “Apply” to save the configuration.

ONU T-Cant Pentily Config

Profile Name bt o

Peak Bandwidthikbps) [124150

Commeted Bandwidtitkbps) (12441350
| Apply | | Resat | GoBack

Figure 5-5: ONU T-Cont Profile Config
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5.3 ONU Virtual Port Config

On the left navigation bar, click “ONU Config Profile” -> “ONU Rate Virtual Port Config”,
and the following page appears.

ONU Virtual Part Profile List

vew
No.1 Page/Total 1 Page  First Prayv Mast Last Go No, L_] Page Saarch: \ Current 2 item/Total 2 1tam
Profils Name Downstream Encrypton Upstraam Queue Upstraam Rata Limit Profle Dowrstraam Quaus Oparans
virtual-port-dedault dsabla 8 raaime-defzult 8 Eoit
virtual-pon-<detzult dsabia 8 ratatme-default a Eoit
Sedad AllSedadt None i Delete |

Figure 5-6: ONU Virtual Port Profile List

On ONU Virtual Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile. The default profile cannot be deleted.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Profile Name, Downstream Encryption, Upstream Queue, Upstream Rate Limit Profile
and Downstream Queue. After the configuration is finished, click “Apply” to save the
configuration.

ONL Vietoal Port Brafile Conlig
Profile Name X

Dawnstream Enoyption [disable -
Upstream Quoua T The
Upstraam Rate Limit Profie [r_am_mtd_n:mt_ |
Downstraam Queue [e” k1-8)
‘ Apply | Reset | Go Back

Figure 5-7: ONU Virtual Port Profile Config

5.4 T-Cont Virtual Port Bind Config

On the left navigation bar, click “ONU Config Profile” -> “T-Cont Virtual Port Bind Config”,
and the following page appears.

T-Cont Virtual Poct Bind Proftile tvhind-default

New
No.1 Page/Total 1 Page  First Prev Nest Last Go ha ~_] Page Search: | ] Curreat 1 Iem/Tota 1 Ibem
Virtual Port 1D ‘irtual Port Prafile TLont 1D T«Cont Profile Oparate
1 virtual-.port-defaut 1 trark-default Edit
Salect AlSesact None |  GoBack ~ Delete |

Figure 5-8: ONU T-Cont Virtual Port Bind Profile tvbind-default

On ONU Virtual Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile. The default profile cannot be deleted.
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Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Virtual Port ID, Virtual Port Profile, T-Cont ID and T-Cont Profile. After the configuration
is finished, click “Apply” to save the configuration.

T-Cont Wirtual Port Bind Profile tybind-default

wirtugl Port 10
Yirtual Port Brofile [vimual-port-sefaur |
T-Cant 10 [
T-Cont Profile toont-default
Apply [ Feset | Go Back

Figure 5-9: ONU T-Cont Virtual Port Bind Profile tvbind-default

5.5 ONU VLAN Config

On the left navigation bar, click “ONU Config Profile” -> “ONU VLAN Config”, and the
following page appears.

o New |
No.0 Page/Totsl 0 Page Frst Pray Nest Last Go Mo, | | Page Search:| | Curreat @ tem/Total 0 Jbem
Profie Name VLAN Mode Part PVID VLAN Trunk allowed 1PoE VLaN PPPoE VLAN ARP VAN Cperate
|71 Selact AllfSelect Nona f DGME ﬂf

Figure 5-10: ONU VLAN Profile List

On ONU VLAN Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Profile Name, VLAN Mode, Port PVID, VLAN Trunk Allowed, IPOE VLAN, PPPoE VLAN
and ARP VLAN.

After the configuration is finished, click “Apply” to save the configuration.

ML VLAY Profile Conlig
Profia Mamsa

WLAN Mode [~
Peet PYID T
VLEN Trunk allowed ]
1PCE WLaN ]
PPPCE WLAN ]
I —

[ Apply J | Reset | . Go Back |

Figure 11: ONU VLAN Profile Config
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5.6 ONU Flow Mapping Config

On the left navigation bar, click “ONU Config Profile” -> “ONU Flow Mapping
Configuration”, and the following page appears.

ONU Flow Mapping Profile List

New
No.l Paga/Total 1 Page Frst Prav Next Last Go Na |— Papa Search [ Current 1 1tem/Total 1 item
Profile ID Profile Name Operate
1 flow-mappng-default Edx
Select AllSeact Nene Delete

Figure 12: ONU Flow Mapping Profile List

On ONU Flow Mapping Profile List, select a to-be-deleted item, click “Delete” to delete
the corresponding ONU profile. The default profile cannot be deleted.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Entry ID, UNI Port Bitmap, VLAN ID, Class of Service and Virtual Port.

After the configuration is finished, click “Apply” to save the configuration.

Ol Flow Mapping Profile fove-mapping-default

Entry 10 |—|

LI Part Bitmap Eype
WLAN ID ]
Clasz of Service |—|
vimsglporr 1]

Apply | [ Rasat | |  GoBack

Figure 13: ONU Flow Mapping Profile flow-mapping-default
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Chapter 6 ONU Interface Config

Device Status

Basic Config

GPOMN Interface
Config

OMU Config
Profile

oMU Interface
Config

T-Cont Wirtual Port
Bind

Flaw Mapping
YLAN Config

Virtual Port GEM
Part Bind

Advanced Config
L3 Config
Remote Monitor

System Magr

Figure 6-1: ONU Interface Configuration

6.1 T-Cont Virtual Port Bind

On the left navigation bar, click “ONU Interface Config” -> “T-Cont Virtual Port Bind”,
and the following page appears.

T-Cant Virtual Port Bind Interface Canfig

Interface T-Comt Virtual Port Bind Profile

Apply | Reset

Figure 6-2: T-Cont Virtual Port Bind

On the page of T-Cont Virtual Port Bind Interface Config, click “Apply” to save the
setting or click “Reset” to return to the default setting.

6.2 Flow Mapping

On the left navigation bar, click “ONU Interface Config” -> “Flow Mapping”, and the
following page appears.
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Flavi Mapping Interface Canfig

Interface Flows Mappimg Profile

| Apply [ Reset |

Figure 6-3: Flow Mapping Interface Configuration

On the page of Flow Mapping Interface Config, click “Apply” to save the setting or click
“‘Reset” to return to the default setting.

6.3 VLAN Config

On the left navigation bar, click “ONU Interface Config” -> “VLAN Config”, and the
following page appears.

WLAMN Interface Config
| Currant 0 amyTotal 0 Tem

Nou0 FagayTeeal 0 Page  First Prew Mast Last G Mo, | | Page Search: |

Intarate Datail

Figure 4: VLAN Interface Configuration

6.4 Virtual Port GEM Port Bind

On the left navigation bar, click “ONU Interface Config” -> “Virtual Port GEM Port Bind”,
and the following page appears.

Wirtwal Port GEM Port Bind Config
Current O [tem)Tokal O [tem

Ho.0 Page/Total O Page  First Prew Nest Last  Go Ho. Page Search:

Inbarface Detail

Figure 5: Virtual Port GEM Port Bind Config
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Chapter 7 Advanced Config

Device Status I

Basic Config

GPOMN Interface
Config

oMU Config
Profile

OMU Interface
Config

Advanced Config
FPort Descriptian
FPort Config
Rate Limit
Port Mirror
WLAN Config
WLAN Interface
LLDP Config
STP Config
Static MAC Config
Port Security
Storm Control
IP Access List
MAC Access List
Port Channel
Fing Protection
DOoM Config
MTLU Config

L2 Config
Remote Monitor

System Magr

Figure7-1: Advanced Configuration
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7.1 Port Description

On the left navigation bar, click “Advanced Config” -> “Port Description” and the
following page appears.

Filbers Aort Type: [ - St Hum: [ = Marmes s Ha

Interface Part Desoription

ann
a0
Q03
a0
s
an's
anf7?
a0
L il

g3

anordfi
anondf2
gpord)'3
aoordf+
anorl’s
anonidfs
anordfT
aoendfa
guondQ
apond1d
anondf11

Figure 7-2: Port Description Configuration

On the above page, you can fill in the port description information with at most 120
characters. It does not support configuration of VLAN interface description information
at present.

7.2 Port Config

On the left navigation bar, click “Advanced Config” -> “Port Config” and the following
page appears.
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Filtors Dot Type: Al - SiotNum [A1 - Namals) l
Interface Status Speed Digplex Flow Contrad Medinm
Te “up - butn - [Cate -« off -
T Tup - Ao~ [ Ago - [Tor « " aits |5
/3 \ - TAuto - AT v of -
o0/ - futp v | futo off =
ns = [Tags ~ ol v o -
Qs - T Auto - [rd ~ o - At |~
Qa7 - Autn T off -
e - At w Ful - off -
tgoy up - [T106 ~ Ful - o - s T
tgos2 Tup ~ [1oa  ~ T o - “Aatn [«
tgl/z Up - 106G - Ful . off =
tuty4 up - 106 [Tral = o -
Cooniyl TDown - M o [ C B ] &
Qoancy2 " Down = [ - I 0 “fta |
goonhy3 Down =
Goonly/4 Down =
opantys “Down = T [ = o BRG
QPan0/E “Oown = . ~ s = K [=
goanly7 Down -
goonlys " Do wh - J 0
pandye b l:lflﬂf‘ - | r " T
coondfi0 77072?*‘;-7 ; [ & — & B — Aut =
coonhyil Down =
goanly/ie T Down - e = “on v
opanoyi3 T Down - B e . ]; ]

Figure 7-3: Port Configure

On the above page, you can modify the status, speed, duplex and flow control of the
interface.

Note:
If the interface rate or the duplex mode is modified, the interface link status may
be switched, affecting the network communication.

7.3 Rate Limit

On the left navigation bar, click “Advanced Config” -> “Rate Limit” and the following
page appears.
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Port Rate Limits

gound/10
pong/11

Miror Port

Filters ot Type: [+ ok toum; (A1 <] wamegsy [ ]
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[Dizable «] [atios 5 [ rte3aq "Diabla + [2akbgs =) Jaasisy
| Disable « OARbD: ~|(1-18384) ' Daabk « [aabes | (1-18384)
| Disable « [T [ (11e3a4) Disabla - [zakbps [ Jt1-18389)
| tizable «! [ ( _|(1-16384) Diable = [6abps L _Ji1as3ss)
[Disable - E4ubips [ |(1-18384) Diabka [Ekbps [ Jt1-18389)
| Disable = [nasbp | (1-16384) Drabla « [ Bk _|(1-18384)
| Disable - [esktps [ |(1-16384) DEk - [E4kbps [ |11-16384)
[ isatls [ [ (1-16384) Draok - [6a1bps | (1-16384)
[Disatie = [Fatips [ | (1-163840) Dok ~ [Eskby | | (1-183840)
[ Dicabie - {Hasty (1-163840) Dsabka - [Bekbps | 11-163830)
[osabie ~ (1-163840) Dbk - S 11-163840)
[ Disable ~ {Eho |(1-163940) Dk - {54 by | (1-163940)
[ oisabie ~ | (1-16240) Osaok ~ [Eby | (1-30689)
| Cisabte = {65t |t1-19240) Dsabla [ty | {1-39080)
| Cisatie = | ikt | (1-19240) Dissble = X (1-30060)
| isable - b0 (1-18440] Disaole - [Ban by {1-28060)
| Disatle ! [644bims [ |i1-19440) Dsstls ~ [ty | t1-20000)
[Disatle » [tsbo (1-19440) Dissble « [osbbos | (1-30080)
| Cisabte = | (1-19440) Dissle « [aarbe {1-28060)
| Drsable = |(1-18440) | Dustle - [a4vbo | 11-38000)
[Cisable ~| i1-19440) Disstls ~ [B3vke (1-39620)
[ Disable = [b4ubio: j(1-19440) | Disstils = [eartos (1-33880)
[Gizatle = [c4htoe [=) T (115440) “Dissule ~ [63kbpe [ ]a-s0ee)

On the above page, you can modify the Receive Status,

Figure 4: Port Rate Limits

and Send Speed. The rate limit is invalid for PON ports.

7.4 Port Mirror

Receive Speed, Send Status

On the left navigation bar, click “Advanced Config” -> “Port Mirror” and the following
page appears.

Hort Mirrur Condlg

Filturs

Mirrored Port

‘902
Q01
Q0fs
Q0/3

Oizable «

Port Trpa: (Al = Slot Num: [All «] Nama(s]: | ]

Mirror Moda

[ Aeply | [ Reset |

Figure 5: Port Mirror Config
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On the right dropdown box of the “Port Mirror Config”, select a Mirrored Port as the
destination port.

Click the check box to select the source port of port mirror.

RX RX means that the received packet will be mirrored to the destination port.
TX TX means that the forwarded packet will be mirrored to the destination port.
RX & TX The received port and the forwarded packet will be mirrored simultaneously.

7.5 VLAN Config

7.5.1 VLAN Config

On the left navigation bar, click “Advanced Config” -> “VLAN Config” -> “VLAN Config”
and the following page appears.

New
o1l PagaiTotal 1 Page  First Frev Nest Laxt Go No | Page Search | | Currant 1 [tem/Total 1 em
VLAN 1D VLAN Name Operate
1 Defaut Edit

SRbact Ad/Sekt Nors Delete

Figure 6: VLAN Config

On the above page, the VLAN items are listed out in ascending sequence.

Click “Pre” below “New” to check the VLAN items before the current page; click “Next”
to check the VLAN items after the current page. Or you can find out an item by input its
VLAN ID or its VLAN Name in the box beside “Search”.

Note:

On the page of “VLAN Config” at most 100 entries can be displayed. If changing the
number of displayed entries, enter the global configuration mode by Console port or
Telnet to OLT, and run command “ip http web max-vlan”.

Tick an item and click “Delete” to delete it.

Click “New” on the top left of the interface, and the following page appears. On this
page, you can add a new VLAN. If creating a new VLAN, fill in the VLAN ID. The VLAN
name can be empty.
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Or you can click “Edit” on the right of the interface of
page appears. On this page, you can modify the attribute of a VLAN.
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Figure 7-7: Revising VLAN Configuration

7.5.2 VLAN Batch Config

On the left navigation bar, click “Advanced Config” -> “VLAN Config” -> “VLAN Batch Config” and
the following page appears.

VLAN Configured L
VLAN add
VLAN Dulite

Apply Reset

SVLAN ID(1-40%4 ) such as (13, 3,7) Or (13- 5.7)Or (171 Or (1 3.5 72

SVLAN Cperata: First ada; Second delate

On the page, you can batch add or delete VLANSs.
7.5.3 Interface VLAN Attribute Config

On the left navigation bar, click “Advanced Config” -> “VLAN Config” -> “Interface VLAN Attribute
Config” and the following page appears.

Mo, T Page/Total § Page  First Prev het Lt < No Fage  Sewch: Current 28 Item/Total 28 [tem
Irterface PVID Mote VLAN-allwed Rarge VLAN-urtagged Range Operate
= | det1g-tunnet-upsink 1-4C54 none Edr
o2 i detlq-tunnet-upink 1-4054 none Edi
2 1 dot1g-tunnek-uplink 1-4054 nong Edi
04 | dot 1 g-tunnw-gpink 14004 nong Edn
s 1 dot 1 g-tunns-upink 34094 nene (3]
e 1 ot g-tunned-Lpink 14004 none Bt
07 3 dot g-tunnes-uplink 214004 nene Edit
/B 1 dotigtunnet-upiiok 14004 none Eak
oo/ 1 dotig tunnebupsink 14094 none Edit
tely2 1 dot1g-tunned-upink 14054 none Edit
g0/3 1 detla-tunne-upink 14054 none Eck
o/4 1 dot 1 g-tunne-upink 1-4054 none con
won(/1 | LR 1-4054 1 Edin
wonl/3 1 PR 1-4094 1 (T4}
wpanl/3 1 accuss 1-4004 1 £
pond/e 3 s L4004 1 Edk
wonl/s 1 access 1-40%4 1 Eait
wonl/& 1 access 14094 1 EdR
geoo0T  § access 14054 1 Eakt
gon/8 1 accens 14054 1 Edit
mondS i acces 14054 1 Edit
won0/10 b acces 14054 1 Eck
ooon0/11 | Atre 1-4004 1 Ecn
pond/32 H PR 14004 1 (T
wand/13 3 alcese 14004 1 M
ond/14 1 ALCREs 400 1 Edn
wanl/15 L § Acess a0 1 Edit
wond/16 1 access 14094 1 Ear

O VLAN-aslowed and VLAN-untagges: (14084 such m {1,357 Or (1, 3-5,71Or (1-70r {1 3.5 75

On this page, you can see “Interface VLAN Attribute List”.



WEB Configuration

Click “Edit” on the right of an item, and you can modify the port's PVID, Mode,
VLAN-allowed Range, VLAN-untagged Range, VLAN-allowed Config and
VLAN-untagged Config.

Conligmring the Attribute of the Intordface VEAN

Interface ot

ID 1 (1-4009)
Mode dotlgturnel-upiink v
VLAN-pllowed Rampe 140584

VLAN-untagged Ranpe none

1-40%s
VLAY dlowed Range

Add the VLAN-Nieeved ranpe

Henove the VLAN-alowess rngs

VLAN -untogged Conlig

VLAS-untagoed Rangs
AGS the VLAN-untagosd range

Romove the VLAN-uatagged rangs

Apply Reset Go Back

SVLANallowed and VLAN-untagQed: (14004 ) such 5 (13571 Or (13571 Or (1.7} Or {1 35749
@ Alowed-VLAN anvd Untagoed-VLAN: First evacule the ‘Add action and then the Remove’ action

@0 not prass the 'Enter key.

On this page, you can configure the attribute of the interface VLAN, such as Mode (Trunk or
Access), VLAN allowed range and VLAN-untagged range.

Note:
In case the interface in Trunk mode works as the egress, only the default VLAN will be untagged by
default.

7.6 VLAN Interface

On the left navigation bar, click “Advanced Config” -> “VLAN Config” and the following
page appears.

VLAN Interface Cantly

New
= 7  E— | =
No.t Page/Total L Page  Frst Prav Next Last Go No, | Page Search | | Currant £ Itam/Totai 1 ke
Name of the VAN [rnarface 1P Agtriduts 1P Adckess Operate
1 Manual Config 192.168,1.101/16; Edt
Selact All/Sslact None [ pelete |

Figure 7-9: VLAN Interface Config
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Click “New” to add a new VLAN interface configuration. Click “Delete” to delete the VLAN
interface. Click “Edit” to edit the VLAN interface configuration.

Click “New” to modify the VLAN Interface Name; click “Reset” to change the information
of “VLAN Interface Config”. The VLAN interface name cannot be modified.

WLAN Interface Config

IF &dtribute

WLAN Irteefate MHame® I:I

[P ALt biine™ PManiial Coeifig -

Pnmary [P acdress

1P Addrage®

MASEK addrass"

Secondary [P addness 1

1P Addrags®

MASE addrass®

Secondary [P Addrass 2
1P Sddrass®
MASE address®

Apply | Resel | Go Back

Figure 7-10: VLAN Interface Configuration Page

Note:
Before configuring VLAN interface auxiliary IP, the master IP must be configured first.

7.7 LLDP Config

On the left navigation bar, click “Advanced Config” -> “LLDP Config” and the following
page appears.

Protoced State [Ciose the LLDP protocot «
MoldTime Settngs {120 [(0-0993%)
Ranit Settngs : ;l:'r’;i:
Lty Yie packet Tansmission crcle |20 | (54553438
Apply Reset

Figure 7-11: Basic Config of LLDP Protocol

Enter LLDP global configuration by default. On the page, you can configure Protocol
State, HoldTime Settings, Reint Settings and Setting the packet transmission cycle.

7.8 STP Config

7.8.1 STP State
On the left navigation bar, click “Advanced Config” -> “STP Config” and the following

page appears. It includes three parts: Root STP Config, Local STP Config, and STP
Port’s State.
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Figure 7-12: STP Global Attribute Configuration

Among the above three parts, Root STP Config and STP Port’s State are read only.

In local STP configuration, select the Protocol Type in the dropdown box on the right. It
supported mode includes SSTP, RSTP and disable STP.

The priority and time parameter be configured vary with the mode.

Note:
Changing STP mode may cause network interruption.

7.8.2 STP Port Config

Click “STP Port’s State” to enter the corresponding configuration interface.

There is irrelevant between the port state configuration and global STP mode. For
instance, if the port state is configured to “disable” and then changes to STP mode, the
port will not work.

The path cost of the port is 0 by default, which means the path cost will be calculated
according to the port rate. If the path cost needs to be changes, enter a value beyond 0.

7.9 Static MAC Config

On the left navigation bar, click “Advanced Config” -> “Static MAC Config” and the
following page appears.

Pt MAC Addrvis LIt Info

New
No O Page/Tots 0 Page  First Frev Nest Last Go No |5 Fage  Saarch: N Current 0 Dem/Total O Item
Inchex Stabc MAC Addrass VN 1D Fort Opecate
1 Sefect MlIjSeiect Nore | Delete

Figure 7-13: Static MAC Address List Info
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On the page, you can check the static MAC address configuration information. Click
“Delete” to delete an item. Click “New” and “Edit” to configure static MAC address.

Static MASC Address Config
Static MAC Address
VLAN 1D |

Canfigurac Part List Avalable Port st
fooll | o

|
E‘ i
=TT
o0
2=
»

ooy | Reser GoBack

@Crly 0n% pOrT can be conNgured for 3 Lricast MAC addness, whils mukoie MAC 2033505 (30 08 configurad for & mUTCast MAC address
O NAC format: XX K0 KKK

Figure 7-14: Static MAC Address Config

On the above page, you can configure MAC address, VLAN ID and available port list. Click “Apply” to
save the setting.

7.10 Port Security
7.10.1 IP Bind

On the left navigation bar, click “Advanced Config” -> “Port Security” and the following
page appears.
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TP Port Binding
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Figure 15: IP Port Binding

Click “Detail” to bind the source IP address for each physical port, which limits the port
available IP address.

Mevw
No.OPage/Total O Page  First Pray Meost Last G0 WO, |_| Page Search: Current O ItamyTotal O [tem
Samal numbar addrass Oparata
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Figure 16: IP-Bind Rule Info

7.10.2 MAC Bind

On the left navigation bar, click “Advanced Config” -> “Port Security” and the following
page appears. Click MAC Binding on the page, and the following page pops up:

-32-



WEB Configuration

Mool Page Total 1 Page  Frst Prev Most Last Goo Mo, I:I Page Soarth: Currart 28 Mo Total 23 [kam

Intertace Mame Datal
a0/1 Diartail
aaiz Datal
= alE] Diartail
@i Datal
Lol Dt
Lt Dol
T Dt
Lot Diatal
©d/1 Diatal
Tl Diatal
Tl Datal
tgllfd Diatad
GRaniyL Datal
g2 Diatad
geanlyd Diatail
granilfa Giatal
GEanlys Datail
gean s Datal
geaniy 7 Giatail
gean i Datal
geaniy Giatai
goonlili Diatai
el Datal
geonlf12 Datal
geanllf13 Datail
goanlf 14 Detal
geanl19 Dtail
goonlf 16 Detal

Figure 7-17: Binding MAC Port

Click “Detail” to bind source MAC address for each physical port, so that set limitation
on the available MAC address of the port.

ML -Bind Rule Info
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Figure 7-18 MAC Bind Rule Info

7.10.3 Static MAC Filtration Mode

On the left navigation bar, click “Advanced Config” -> “Port Security” -> “Static MAC
Filter Mode” and the following page appears.
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Cunfigure Static MAC Filter Modo

Filters Port Type: [l slot Num: | A0+ tama(z}

Intarface Name Port Mode Static MAC Flitration Mode
oty Trurk [Greatie <]
o2 Trurk [crsabie
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o0/s Trurk [Cinatis =)
e Trurk [oisatie
o077 Trurk [cheatie =]
go/s Tk  oizabw =]
tgoy/1 Trunk [Svaatin [+
tg0/2 Trurk [Csat:
tgoy3 Trurk |
G0/ Trurk

Apply | Reset |

Figure 7-19 Configure Static MAC Filter Mode

On the above page, you can configure static MAC filter mode. By default, the static
MAC filter mode is not enabled. The static MAC filter mode cannot be configured on the
port in the trunk mode.

7.10.4 Static MAC Filtration Entry

On the left navigation bar, click “Advanced Config” -> “Port Security” -> “Static MAC
Filter Item” and the following page appears.

Ho. 1 Page/Tokal 1 Fage  Fr=t Prev Hest Last Go o I_I Fage Search: I Curent 12 Ikam/Total 12 [tem
Irkerfaces Hame Dl
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=Ty Datail
= fi=] Datail
a0l Dwatail
talfz Dkl
02 Dbl
g0+ Detail

4 Click ‘Modfy’ to view the detsled cordguration,
#Tha fiteation mode can be corfiguned on the "SLatic BT Filirstion HMods’ page.

Figure 7-20 Configuring Static MAC Filtration

Click “Detail” to bind the source IP address for each physical port. Enable or disable
MAC address of the port according to the static MAC filter mode.

-34 -



WEB Configuration

Static MAC Fillration Pule Ints

| New
No G Page/Totad CPaga  First Proy Next Last Go Mo j PaQa Eearth L il Cumrent 0 ItemyTotal O [tem
Senal number Fitraton Mode MAC Adcruss Operatn
Gabact Al/Cakect Hons | Dd;ti : 60 63_& » |

Figure 7-21: Static MAC Filtration Rule Info

7.10.5 Dynamic MAC Filtration Mode

On the left navigation bar, click “Advanced Config” -> “Port Security” -> “Dynamic MAC
Filter Mode” and the following page appears.

Configuring the Dynansic MAC Filtration Mods

Filters Port Type: |al - Skt hum: (Al - liameds): :

Interface Name Dynamic MAC Filtration Mode Max MAC Address
o0/1 | Disable = L {1-4039)
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) | Drsable « ](1-4095)
oy [ Oisatle  ~ l (14035)
o® [ sabie - )
o0/ [Toisable -] [ Jtr-ams
toa/2 [TDnzable v ['—\ (1.4095)
a3 | Cisable  « | {1.409%)
g0+ | Cisable = |¢1-408%)

Apply | Reset

OMax MAC Address: Means the threshold af the MAC addrezses that can be leamed dynamcaly, whose defauk value 15 1

Figure 7-22: Configuring the Dynamic MAC Filtration Mode

On the page, you can configure the Dynamic MAC Filtration Mode and Max MAC
Address. By default, MAC filtration mode is disabled and the max address number is 1.

7.11 Storm Control

On the left navigation bar, click “Advanced Config” -> “Storm Control” and the following
page appears. On the page, you can configure “Broadcast Storm Control”, “Multicast
Storm Control” and “Unknown Unicast Storm Control”.
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7.11.1 Broadcast Storm Control
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1

Figure 7-23: Broadcast Strom Control Configuration

“Enable” or “Disable” the broadcast storm control in the dropdown box below “Status”.
Input the threshold of the port dealing processing the broadcast packet in the column
“Threshold”. Each port shows its legal range of the threshold.
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7.11.2 Multicast Storm Control

Mutticast -storm coatrol configuration
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abe [TDisable  « [ liosesrsyees
ao7 Diseble =+ | (1-1048575) PPS
o0/ [(oisable - T T-10%es7s) P9
£a0/2 [ Cissble ¥ T i-isesrsyees
tg0/2 [Cizabie - { | (1-104e575) PR3
tg0/3 [ Disable ~ T ]u-ineesSioRs
bab/4 [Disable  + —Ju ~1048575) PPS
apano/i [Tosable ]u-osessiers
gpand/2 [ Disabl [ Ju-osesisees
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Figure 7-24: Multicast-storm Control Configuration

“Enable” or “Disable” the multicast storm control in the dropdown box below “Status”.
Input the threshold of the port processing the broadcast packet in the column
“Threshold”. Each port shows its legal range of the threshold.
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7.11.3 Unknown Unicast Storm Control

Unksiowin unlcast storm control configure
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Figure 7-25 Unknown Unicast Storm Control Configuration

“Enable” or “Disable” the unknown unicast storm control in the dropdown box below
“Status”. Input the threshold of the port processing the broadcast packet in the column
“Threshold”. Each port shows its legal range of the threshold.

7.12 |IP Access List

7.12.1 IP Access List Config

On the left navigation bar, click “Advanced Config” -> “IP Access List” -> “IP Access List
Config” and the following page appears.

19 ACL Canfig

N ;
N0 Paga/Total (0 Paga  Frest Prov Mt Last Ga Mo. | | Page Search:| | Cutret O [ram/Totad O Itam
Hame of tha [P ACL Arnburs of the B0 ACL Qperate
Saloct A1/Selact Nona { Delete

Figure 7-26 IP ACL Config

Click “New” on the top left of the interface to add an IP ACL List. Click “Delete” to delete
the selected IP ACL List.

If you click “New” on the top left of the interface, the following page will appear:
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Craating the 1P ACL
HName of tha 1P ACL®

Aftrbute standard -

[ Apply ] [ Reset ] [ GoBack |

Figure 7-27: Creating the IP ACL

(1) NewsStandard IP ACL Regulation

If you select “standard” in the right dropdown box of the Attribute, the following page will pop up:

NewStandard 11* ACL Regu lation

NewlP access Contrel UstTitem

Authodty parmE v
Sec 1P Yype "y v
Sre 9
St 1P Mank
Sic 1P Range”
Loy
Apply Reset | Go Back

On the above page, you can add a NewStandard ACL Regulation. Click “Reset” to
change the regulation.

(2) NewsStandard IP ACL Regulation

If you select “extended” in the right dropdown box of the Attribute, the following page
will pop up:
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Fragmanted Packet v
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Tine-to-lve Value v
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Apply [ Reset Go Back
7.12.2 IP Access List Application

On the left navigation bar, click “Advanced Config”-> “IP Access List” -> “IP Access List
Application” -> “IP Access List Application”, and the following page appears.
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Figure 7-28: IP ACL Application

7.13 MAC Access List

7.13.1 MAC Access List Config

On the left navigation bar, click “Advanced Config” -> “MAC Access List” -> “MAC
Access List Config”, and the following page appears.

Netw
Mo Pago/Tat DPage  Frst Prov Nest Last Go No. [ | Page Soarch [ | Currant O Itam/Totai O Itam
Name of the WAL Access Control List Coerye
Sakes Al/Saloct Nana Delete

Figure 7-29: MAC ACL Config

Click “New” On the above page and the following page appears. You can add a new MAC
access control list on the following page.

You can also tick an item on the page of “MAC ACL Config” and click “Delete” to delete
the ACL.
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Craating MAC ACL

T E—

[ apply | [ Reset | | coBack |

Figure 30: Creating MAC ACL

New MAC ACL Regulation

Select an ACL On the page of “MAC ACL Config, click “Edit” and then click “New” on the pop-up
interface. The following page pops up thereafter. On the page, you can configure the “New MAC
ACL Regulation”.

NowMAC A0LT1 lvem

Authocky permit v

S MAL Typs® any v
Scc Mact
SIc MALC Magh™

Dst MacC Type* any v
Dax MAC*
Dst MaC Mash*

Apply Reset Go Back

QMAL: the vald mac address can be oo of the folicwing formats: OOOOOOOO0CCK, J000K, X000, 1000008 0000 and X0 XH X000 500000, among which X s 3 Mex numiber

7.13.2 MAC Access List Application

On the left navigation bar, click “Advanced Config” -> “MAC Access List” -> “MAC
Access Application”, and the following page appears.



WEB Configuration

SAC ACL Application
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Figure 7-31: MAC ACL Application

7.14 Port Channel

7.14.1 Port Channel

On the left navigation bar, click “Advanced Config” -> “Port Channel” and the following
page appears.

Part Agarugation Centiy

I L )
No.0 Page/Total (1 Page  First Praw hest Last Go ko, | Page Search | | Cumrere O Itam/Total 0 em
Ageragation Group Noda Conngure povt Mamaers VA port meerbars Speed Srate Oparadte
Sadect Al/Satect Nore . Delete |

Figure 32: Port Aggregation Config

Click “New” on the page and the following page pops up. On the following page, you can
configure at most 8 aggregation groups. Each group can configure at most 8 aggregation ports.
Select the mode of the aggregation port in the dropdown box behind Mode.

Tick an item on the page of “Port Aggregation Config” and Click “Delete” to delete the
aggregation group.
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Figure 7-33: Port Aggregation Config

When creating a new aggregation group, it is optional; when modifying the aggregation group, it
is not optional.

When the aggregation port exists the member port, you can select the aggregation mode: Static,
LACP Active and LACP Passive.

You can delete and add the aggregation member port by “>>" and “<<”.
7.14.2 Port Channel Group Loading Balance
Some devices support load balance based on the aggregation group and some not, but
can be configured in the global configuration mode.

GP3616 supports load balance mode based on the aggregation group.

On the left navigation bar, click “Advanced Config” -> “Port Channel” -> “Port Channel
Group Loading Balance” and the following page appears.

Configuring Load Balasce of Port Aggregation Gromsp

Paort Channel Loading Ralance Mods

Apply | [ meset

Figure 7-34: Configuring Load Balance of Port Aggregation Group

You can configure different aggregation mode for different aggregation groups.

7.15 Ring Protection

On the left navigation bar, click “Advanced Config” -> “Ring Protection” -> “EAPS
Config” and the following page appears.
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Figure 35: EAPS Ring Config

Select an item and click “Delete” to delete it or click “Refresh” to refresh it. Click “New”
on the top left of the interface, and the following page pops up. On the following page,
you can configure Node Type, Ring Description, Control VLAN, Hello Time, Fail Time,
Preforward Time, Primary Port and Secondary Port.

In “Ring Description”, you cannot enter the “Enter” key.

Fing [T o -
Hode Tyoe | Master Mode = |
Ring Dascrption | |
—— —
ot T —
FaaTine T
Prstarward e E— T
Brimary Port Hong =
Secondary Port [Hone =
| Apply | Feset Go Back

Figure 7-36: EAPS Config

7.16 DDM Config

On the left navigation bar, click “Advanced Config” -> “DDM Config” and the following
page appears.

Figure 7-37: MTU Config

You can enable or disable DDM On the page.
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7.17 MTU Config

On the left navigation bar, click “Advanced Config” -> “MTU Config” and the following
page appears.

ML (1500 (1500-3218)
Apply | | Reset

Figure 7-38: MTU Config

You can set the size of MTU within a designated range.
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Chapter 8 L3 Config
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Figure 8-1: L3 Config

8.1 Static Route

On the left navigation bar, click “Advanced Config” -> “Static Route” and the following
page appears.

Static Routing Protocel Conbig

New
No.O Page/Toral 0 Page Frst Prov Next Last Go No -_i Fage Search - I Current O Itam/Total 0 (tem
Defaut Dest 1P Dest IP Interface VLN Gatoway's IP Formaroing Routing Dstance Rowting Specfy the ruute Yarate
Routs Segment Mash Trpe Intarfars Address Ldckess metnc Ta3 desorohon 3 -
Selact Al /Salect Nore Delete

@Global:The naxt-nop address 15 1n the glabal routing tabie

Figure 8-2: Static Routing Protocol Config

Click “New” to add a static route entry, as shown in the following interface.
Tick an item and click “Edit” to modify the static routing entry.

Tick an item and click “Delete” to delete the static routing entry.
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Configure the SLaNC routing protouo
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Figure 8-3: Static Route Config
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Chapter 9 Remote Monitor
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Figure 9-1: Remote Monitor

9.1 SNMP Mgr

9.1.1 SNMP Community Mgr

On the left navigation bar, click “Remote Monitor” -> “SNMP Mgr” -> “SNMP Community
Mgr” and the following page appears.

SNMP Cammsanity Managemsent

Pl w
Mo.0 Page/Total 0 Page  First Prov Mowt Last Go Wo. | | Page Search:| ] CurTent: 0 Ttam,Tokal 0 Ttam
SHMP Comim ity Bams SMME Community Encrgptian SMPAD COmmunity Stnbte Operata
Sabact &l/Solact Mone Dielete

Figure 9-2: SNMP Community Management

You can learn SNMP Community information on the above page. You can also click
“New” to create a new SNMP Community.

Tick an item and click “Delete” On the page of “SNMP Community Management” to
delete the item.
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SHMP Commumity Management

SHMP Communizy Nama [ [inpest betes than 20 charactars
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Figure 9-3: SNMP Community Management

On the above page, you can enter the name of SNMP Community Management. You
can select “SNMP Community Attribute”: Read Only and Read Write.

9.1.2 SNMP Host Mgr

On the left navigation bar, click “Remote Monitor” -> “SNMP Mgr” -> “SNMP Host Mgr”
and the following page appears.

| New
Ne D PJ0e/TOtai 0 Page  Fest Prav Next Last do Mo 1— Pags  Seanh | Currant 0 temyTotal O ftem
SHMP Host 1P SHNP Community String SANMP Nossage Type SNMP Community Veesion Opsrats
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Figure 9-4: SNMP Host Management

Through the interface of SNMP Host Management, you can learn the relevant
configuration information of SNMP Host.

On the page, you can create, modify and delete SNMP Host information.

SHMP Host [P [
SHMP Comminity [
ENMP Messape Typa "rap-: = * Informs is not supported N varsion ¥l
SHMP Commurity Verson |#1 =
Apgly Go Back

Figure 9-5: SNMP Host Management

On the page of “SNMP Host Management”, you can configure “SNMP Host IP”, “SNMP
Community”, SNMP Message Type and SNMP Community Version. SNMP Message
Type includes Traps and Informs. For v1 (SNMP Community Version) does not support
Informs type.

9.2 RMON

9.2.1 RMON Statistics

On the left navigation bar, click “Remote Monitor” -> “RMON Config” -> “RMON
Statistics” and the following page appears.
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Figure 9-6: RMON Statistics

On the above page, you can create, edit or delete a RMON information. Click “New” on
the top left of the interface or tick an item and click “Edit” in the end of the item line, the
following page appears. Here you can designate the Index and Interface.

Interface Statistics Config

Irte=face [gon -
I {1-E5535)
D
| Apply | G0 Back

Figure 9-7: Interface Statistics Config

9.2.2 RMON History

RMON Mistory

New |

Currert 0 am/Total 0 ftem

Crmtees Operate

Samohing Intecval Irterface

Irches Sancing Numbes
| Selact Al/Sekct Kore

Figure 9-8: RMON History

On the above page, you can create, edit or delete RMON information. Click “New” on
the top left of the interface, or tick an item and click “Edit” in the end of the item line,

then the following page appears. Here you can configure Index, Sampling Number,
Sampling interval, and Owner.

Intertace MEStury conflg

Irtedface Ianfz .
tndax [ usssm
Sampling Sumbsr S0 {155535)
Sampling Intarval 1800 {1-3600)
Qwner corfyg Erter less than 31 charaders*
_ Apply Go Back

Figure 9-9: Interface History Config
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9.2.3 RMON Alarm

RMON Alorm
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Figure 9-10: RMON Alarm

On the above page, you can create, edit or delete RMON information. Click “New” on
the top left of the interface, or tick an item and click “Edit” in the end of the item line,
then the following page appears. Here you can configure Interface, Alarm Type,
Sampling Interval, Rising Threshold, Rising Event Index, Failing Threshold, Failing
Event Index and Owner.

AMON Alarm candlg

Index [ |11-e593m)
MIE Noce | Mnoctsts -
o Parizazzaan |
Interiace | g0/1 -
#arm type | abscise .
Samphrig Ireerval [ |(1-21474E3547)
Rming Threshold [ | (2147983048 - 2147483047)
Rerg Svent Indax | 1 [1-65535)
Faling Threshoid | | (2147482048 - 2147483047]
Fallrg Evant Indax [ liessas
Crwrme |_ | Enter kess than 31 characters®
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Figure 9-11: RMON Alarm Config

9.2.4 RMON Event

New
200 Paga/Total 0 Page  First Pray Meat Last G0 NO [*" Page Saarth Curreent O Ttam/Total O (tem
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Figure 9-12: RMON Event

On the above page, you can create, edit or delete RMON information. Click “New” on
the top left of the interface, or tick an item and click “Edit” in the end of the item line,
then the following page appears. Here you can configure Index, Owner, Description,
Enable log, Enable trap, and Community.
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Figure 9-13: RMON Event Config
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10.1 User Mgr

10.1.1 User Mgr
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Log Mgr
Diagnostic
Startup-config
105 Software
Factory Settings
Reboot

About

Figure 10-1 System Management

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “User Mgr” and the following page

appears.

New
NO 1 Page/Tond 3 Pags  First Prev Next Last do No, | Page  Geardh; |
s name Ussr permission Pass-Groun &b -Group Authoe-Groun
admin Systemn sdmrstrator

Select AUSeiact Nore

Figurel0-2: User Management

Currect 1 [tem/Tokal 1 Jtem

Jeer Statys Coearate
Noemal Ede
Delete
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Click “New” on the top left of the above interface to create a new user.

Tick an item and click “Edit” at the end of the item line, and then you can modify the
user authority and log-in password on the pop-up interface.

Note:
1. Please ensure that there is one user with the permission of “system administrator”,
so that the device can be managed through Web.

2. The user with “limited authority” can only check device status, but not modify the
configuration.

Creating New User
Click “New” on the above page of “User Management” and the following page appears:

Ugar name |
Pagseord

Corfrming pasewornd |
Pass-Eraup
Zuthen-Group [

S phar-Group

Apply Reset [ GoBack

Figure10-3: Creating New User

In the “User name” text box, enter a name, which contains letters, numbers and
symbols except “?7, “\", “&”, “#” and the "Space" symbol.

In the “Password” textbox enter a login password, and in the “Confirming password”
textbox enter this login password again.

10.1.2 Group Mgr

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “User Group Mgr” and
the following page appears.

New
No D Page/Toeal 0 Page  Frst Prev Next Last Go No Page  ESmarh Current U temy/Tots O Item
Sens Number Group Name Pass-Group Ryl &sthen-Group Puls Author-Group Rde Opesr sty Detal
Select AllfSelact Nane Delete

Figure 10-4: User Group Management

Click “New” on the top left of the interface to create a new user group.

Click “Delete” to delete the user group.
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Usir Graup Canfig

Ugar Groue Hama®

Pass<Group Hame
Lukhen-Group Hame
daithor-Jroup Nama

Apply Fieset ] | Go Back

Figure 10-5: User Group Config

The user group hame cannot be created before. The Pass-Group Name, Authen-Group Name and
Author-Group Name must be created before, otherwise, the new created user group cannot be
succeeded. Set Pass-Group Name, Authen-Group Name, and Author-Group Name on the relevant
tab pages.

10.1.3 Pass-Group Mgr

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “Pass- Group Mgr” and
the following page appears.

Pass-Gruug Mg,

| New
No.OPage/Tots 0 Page  First Prev Nest List 00 No !77\} Page  Saarch | | Curent O ItamiTotal O [tem
Sanal Number Pass-Groug Name Same 35 the usamame M Langth  Validty  Numbse  Lower-datise Uppse-Sttay Specal-cnaracter Cperate
Salect All/Salect Nor | Delete |

Figure 10-6: Password Group Management

Click “New” to create a new Pass-Group Name.

Click “Delete” to delete the selected Pass-Group Name.

Pass-Group Name*

Same a5 Viamame l an v

Contan Number Mt -

Contain Lowsr-kntey Mt~
Contan Upper-lettor (st e
Cantas Speaal-character Mzt .

Min Length —— Ha-127)
vaisy [0 1o D ImP |
Apply | ‘ Reset Go Back

Figure 10-7 Pass Group Configuration

Set some password rules including whether the password can be the same with the user name,
whether the password must contain numbers, lowercase, uppercase, special characters, the
minimum length and the period of validity.

When the rule is created and applied to the user management, the user password will show invalid
if the set password is not complied with the password rule, vice versa.
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10.1.4 Authen-Group Mgr

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “Authen-Group Mgr” and
the following page appears.

Author Growep Mgr.

| Newr
No O Paga/Total 0 Page  Fiest Prav Nasx Last  Go Ko [:] Pags  Gearcth _ __] Currant 0 MamTotal O [nem
Sanal Number Authen-Groun Name Max try imes Duration for all trise Qperats
Delote |

Selact Al/Selact Nane

Figure 10-8: Authorization Group Management

Click “New” to create a new authen-group name.

Click “Delete” to delete the authen-group name.

Authen-Greup Config

Authan-Groug Name®
Blax Try Timas (190
Durtion for &l tries TR O G e I E
| Apply | Reset | Go Back |

Figure 10-9: Authentication Group Configuration

On the above page, the Max try times and Duration for all tries must be configured
simultaneously. Otherwise, the configuration cannot take effect.

10.1.5 Author-Group Mgr

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “Author-Group Mgr” and
the following page appears.

aw I
%0.0 Paga/Total D Page  First Prev Nest Last Go No. || Page Search | ] Currertt O tem/Total © Item
Senal Number Author-Group Name Precederce Cperate
Dolete.

Select AlYEelect None

Figure 10-10: Authorization Group Management

Click “New” to create a new author-group name.

Click “Delete” to delete the author-group name.

duthor-Grous Name® |
Preca denis System agminttratar -

| Apply | Reser | | GoBack

Figure 10-11: Authorization Group Configuration
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The authorization rule determines your permission of the administrator or the limited user. If
you are the administrator, you have the administrator right. If you are the limited user, you can only
but check the web.

10.2 Log Mgr

On the left navigation bar, click “System Mgr® -> “Log Mgr” -> “Log Mgr” and the
following page appears.

L.eg Management

Syitom logs wil ba sent to the sarvar whan it = enatied

Enable the log server
address of the log servar
Laesd of gystam 0gs
Enable the o9 buffer
=0 of the og buffar [ JByeas)

Level of cache Jogs {7-dnbugam

Apply

@®Enabe 'og server: Enables/Daables the output af the device = logs to the lag server (i the logs of the device are dsabled, no informaton wil be d=played on the log
page)

Qaddruss of the system log sarver: Erar the sddress of the log seever. The logs wil be seported to the designated fog sarver You can beowss the log infarmation on the
lag server

@GR of e system 10 infamaian; The CuEput of tha System 10g can be drided INtD Aifererit Qradas. You Can etport the 100s with dasignated rangs. The bigoe the
value of e g's ranga 15, the mare detsiked the log Is

®Enabie log buffer: Aftar tha lag buftar 5 enabled, you tan set the infoarmation abaut tha log butter,
®Sae of the system log cache: Sets the sue of the log cache 2one on the duvice

@Grade af the log cache rfarmation: Sets the grades of the logs in the cache of the dence, Tha higger the value of the log's grade is, the more detaled the log =

Figure 10-12: Log Management

If “Enable the log server” is selected, the device will transmit the log information to the
designated server. In this case, you need enter the address of the server in the
“Address of the log server” textbox and select the log's level in the “Level of the cache
logs” dropdown box. “7-debugging” is the lowest level for log information.

If “Enable the log buffer” is selected, the device will record the log information into the
memory. Log in the device by the Console port or Telnet, and run the command “show
log” to check the log the device recorded. The log information in the memory will be lost
after rebooting the device. Input the Size of the log buffer and select the Level of cache
logs.

10.3 Diagnostic

On the left navigation bar, click “System Mgr” -> “Diagnostic” and the following page
appears.
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Png s & tyoecal network tool, which 18 Used to iderity ths states of soms network functions, The states of network funcDons are the bass of regiar network
GIgNosis, Ping ki used 1o etk whsther the peer is reachabia, [f Png Uransmes 3 packst to e host and recsivas & rasponss fram the 0eer, tha peer IF reanabla

PENG tast-»
Destingticn address* . 1
Sowrce 1P address | (& option which can be rul)
Size of the PING packet | 4‘ 36-20000) (an cpbon which can be rwil)

PING

@ The png program can tast whether a destnaton can be reachad, or it can test the packet loss to reach a destnabion
SUESUNMION adkdess: Entee the to-De-0ested destnation address
®Source 1P Source [P,

@Patkat's sips: Designats the =ze of 3 packet when the pacoet = usad t0 ong & destnation. It = cpbonel and cannct be canfigurad
Figure 10-13: Ping

Ping is used to test whether the OLT connects other devices.

If a Ping test need be conducted, please enter an IP address in the “Destination
address” textbox, such as the IP address of your PC, and then click the “PING” button.
If the switch connects your entered address, the device can promptly return a test result
to you; if not, the device will take a little more time to return the test result.

“Source IP address” is used to set the source IP address which is carried in the Ping
packet.

10.4 Startup-config

10.4.1 Export the current startup-config

On the left navigation bar, click “System Mgr” -> “Starpup-config” and the following page
appears.

Eupart the current startup-condlg

et this turmant SEarmup-ontiy

Export
Figure 10-14; Export the current startup-config

The current configuration file can be exported, saved in the disk of PC or in the mobile
storage device as the backup file.

To export the configuration file, please click the “Export” button and then select the
“Save” option in the pop-up download dialog box.

The default name of the configuration file is “startup-config”, but you are suggested to
set it to an easily memorable name.
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10.4.2 Import startup-config file

Import starbep-config flle

Import startup-canhig file ... 5o

Rebgot iy regquired after importing startup-config)

Limpesrt

Figure 10-15: Import Startup-Config File

You can import the configuration files from PC to the device and replace the
configuration file that is currently being used. For example, by importing the backup
configuration files, you can resume the device to its configuration of a previous
moment.

Note:

1. Please make sure that the imported configuration file has the legal format for the
configuration file with illegal format cannot lead to the normal startup of the device.
2. If error occurs during the process of importation, please try it later again, or click
the “Save All” button to make the device re-establish the configuration file with the
current configuration, avoiding the incomplete file and the abnormality of the device.
3. After the configuration file is imported, if you want to use the imported
configuration file immediately, do not click “Save All”, but reboot the device directly.

10.5 I0S Software

10.5.1 Backup IOS

On the left navigation bar, click “System Mgr” -> “IOS Software” and the following page
appears.

CLmert software verson: flash: Yewitch ban, 10.3.0C Bisld 37516, 20156-9-1 Q:50:41 by Sv5

Fils name on the derver [ash;fomitch bir

| Backup 108

Figure 10-16: Backup 10S

The current running software version is displayed in the page. If you need to backup the
system, please click “backup system software”, then select “save” in the pop-up file
download dialog box and save the system profile to your computer disk, transferable
data device or other positions in the network.

Note:

Default name of the system profile is “Switch.bin”. You are suggested to change the
default name to a name that easy to identify.
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10.5.2 Update IOS

Note:

1 . Please ensure your update system profile match with the device type. Otherwise,
the system cannot operate normally.

2 . The system profile update may need 1 to 2 minutes. After clicking and confirming

the “update” button, the profile will be upload to the device. Please be patient.

3. Please do not restart or interrupt the device if errors occur in the update process,
or the device cannot start up. Please try update again later.

4. Please save the configuration and restart the device after updating, so that the
new system can operate.

Reboot is required after the update of 105 software!
Raabioot tha devics autamatcaly after updats
File name an the server |flash: fswitchon
Update 105 | [

Upgrade

Figure 10-17: Update 10S

The update software is usually used for solving the existing problems or improving
certain functions. You don’t need to update the system software regularly, if your device
operates normally.

If your system needs to be update, please enter the full path of the new system profile
into the text box right of “update system software” or click “browse” button to select new
system profiles and click “update”.

10.6 Factory Settings

On the left navigation bar, click “System Mgr” -> “Factory Setting” and the following
page appears.

Restore the original settings

Restore the original settings
Hehoot is required

RHesbore

Figure 10-10: Restore to the original settings

Note:
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1. If you click the “Resume” button, the current configuration will be replaced by the
original configuration, which will take effect after rebooting.

2. Before rebooting the device still works under the current configuration, and if you
click “Save All” at the moment, the current configuration will replace the original
configuration. The original configuration, therefore, cannot take effect after rebooting.
3. After the rebooting is done and the original configuration takes effect, the Web
access of the device will be automatically started. The address of Vlan 1 is
192.168.0.1/255.255.255.0, and the username and password are both “admin”.

To resume the original configuration, click “Resume” and then reboot the device.

10.7 Reboot
On the left navigation bar, click “System Mgr” -> “Reboot” and the following page
appears.
Rebosting
= Te e g
Rabgat

Figure 10-19: Rebooting

If the device need be rebooted, please first make sure that the modified configuration of
the device has already been saved, and then click the “Reboot” button.

10.8 About

On the left navigation bar, click “System Mgr” -> “ About” and the following page
appears.

Figure 10-12: About
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